Adaptive Computing Lab

Microsoft Security Essentials

How to Download, Install and Run MSE

Microsoft Security Essentials is a free program from Microsoft that finds
and removes malware. This covers several types of malicious software
such as viruses, spyware, Trojans, and rootkits.

To download this program, go to the website listed below:

http://www.microsoft.com/en-us/security_essentials/default.aspx

Click on the Download button:

Download it

free* today @

Llanguages & Locales

You will have the option to choose what Windows Operating System you have.
Choices are Windows XP; Vista 32-bit or 64-bit; Windows 7 32-bit or 64-bit.

This tutorial is using Windows 7 64-bit. If your OS is different the dialog boxes might
not be exactly as shown in this tutorial but they should be similar. Some of the
images, especially the ones showing Red that are alerts may come from previous
MSE versions, but the basic view and content are quite similar.

Note: If you are not sure what Operating System you are using, press the Windows
Logo Key + the Pause/Break key. This will open up your System Properties windows
and the necessary information should be available there.



close [X]
Download Microsoft Security Essentials
Microsoft Security Essentials is available in many locales and
languages. To download Microsoft Security Essentials, choose your
preferred locale or language from the list below. Next, choose your
operating system to begin the download process. If you're unsure
which operating system you have, please visit Microsoft Support.

Locale or Language Operating System

English * @ Windows XP 32-bit
® Windows Vista/Windows 7 32-bit
¢ Windows Vista/Windows 7 64-bit

After selecting you operating system you get a box similar to the one below.

Dpening mseinstall.e: |3 .-

You have chosen to open

17 mseinstall.exe

which is a: Binary File

from: http://mse.dlservice.microsoft.com

Would you like to save this file?

| Save File | [ Cancel ]

The file will be saved to the default location where your downloads are saved.
Typically this is in the My Documents folder by default. If you have a choice, save it to
the Desktop where it will be easy to find.

Once the file is downloaded, double left click on the mseinstall.exe icon.

mseinstall.exe

This file is an executable file that will probably cause a dialog box similar to this one to
open.



This will begin the install process. At the Installation Wizard click Next...

Welcome to the Microsoft Security Essentials Installation
Wizard

M icrosof‘t Security Essentials helps enhance the security and perfermance of your
. computer.
Security

Security Essentials is continucusly updated with new features and services that

Esse ntials ray require sending additional information te Microsoft. To learn more, read
the Privacy Statement. The latest updates will download after the installation
completes.

Click MNext to continue,

Cancel

Click the I accept ...

Microsoft Security Essentials Software License Terms

Please read the following Software License Terms carefully:

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SECURITY ESSENTIALS

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any Microsoft

By clicking I accept, you agree to the Software License Terms.

Privacy statement laccept ] [ I decline




| always decline and Next...

Join the Customer Experience Improvement Program

To help improve this product, you can join the Customer Experience Improvement Program to send
information to Microsoft about how you use Security Essentials.

Mone of the information that is collected is used to identify or contact you, and you may opt out of
the program at any time.

Learn more about the Customer Experience Improvement Program

() Join the Customer Experience Improvement Program

@ do not want to join the program at this time

J [ Cancel

Optimize security...put a check in box if it is not already there...Next.

Optimize security

In order to optimize your computer protection, you should use a firewall,

If you do not have a firewall turned on, Security Essentials can turn on Windows Firewall during
this installation,

[#]If no firewall is turned en, turn on Windows Firewall (Recommended)

] l Cancel




Files will be unzipped...when MSE is ready click on the Install button...

Ready to install Microsoft Security Essentials

If you have other antivirus or antispyware pregrams installed on your computer, they may conflict with
Security Essentials and prevent it from working properly. Having multiple antivirus or antispyware programs
may alse cause severe performance issues on your computer,

We recommend that you remowve other antivirus and antispyware programs before continuing with this wizard.

How do [ uninstall other antivirus and antispyware?

Files will be installed. When completed...click Finish.

Completing the Microsoft Security Essentials Installation
Wizard

Microsoft You have successfully completed the Security Essentials Installation Wizard.

Security - o _ o
) Click Finish to complete the installation, Security Essentials will start
Esse n‘t|a|5 automatically and check for the latest virus and spyware definitions.

Scan my computer for potential threats after getting the latest updates,

Finish




Microsoft Security Essentials will then load. The Computer Status bar will be red and
say At Risk due to need to update the definitions.

Virus and spyware definitions status - Updating

Security Essentials is installing the latest virus and spyware definitions from Microsoft.

Downloading...

[ - | | ¥ Cancel update

You may close or minimize the Security Essentials window during this update.

O Did you know?
Virus and spyware definitions are files that Security Essentials uses to identify malicious or potentially unwanted software on

your computer,
These definitions are updated autematically. You can alse click Update to update definitions on demand.

MSE will download and install the latest virus definition. After Updating the virus and
spyware definition the status bar will turn green and say Protected.

Security Essentials is scanning your computer...

This first-time scan can take several minutes to complete, Please wait...
l l

Scan type: Quick scan

Start time: 6:39 PM

Time elapsed:  00:00:04

Items scanned: 9

Ttem: CAWindows\System32\acproxy.dll




The program should now run a scan. After a scan is performed, if there are no

problems and the screen dialog will look like this. The status bar will be green and say
Protected

@b Microsoft Security Essentials

Computer status - Protected

Microsoft Security Essentials is monitoring your computer and Scan options:
helping to protect it.

@ Quick
() Full

() Custom...
@ Real-time protection: On

& Virus & spyware definitions:  Up to date

Scheduled scan settings

MNext scan: Mot defined | Change my scan schedule

If the computer status bar shows orange and has the following message, you should
click on the Turn On button.

EMitrnsnft Security Essentials

Computer status - Potentially unprotected

'&" Update
Real-time pratection is turned off. ¥ou should burn it on. Sean options:
' Quick
& Ful

" Custom, ..
@ Real-time protection: OFf

@ Yirus Bospyware definitions:  Up to date Scan now |

Turn on

O\ Scheduled scan settings
Next scan: Sunday around 2:00 AM (Quick scan) ‘ Change my scan schedule



If there are problems, you will be notified. You should click on the Clean Computer
button.

Gl

Computer status - At risk

Microsoft Security Essentials detected 1 potential threat on

Scan options
your computer,

Quick
Full

@ Custom...

& Real-time protection: On

& Virus B spyware definitions:  Up to date

Clean computer

§h§ W d!‘lil:;.

Scheduled scan settings
Mext scan: Sunday around 2:00 AM {Quick scan) | Change my scan schedule

The threats will be shown.

Microsoft Secunty Essentials Alert

|Z, Potential threat details
—

il
|
B

Applying your actions. ..
Microsaft Security Essentials is applying the actions that you selected. This might take a few seconds. ..

——

Detected items Alert level Recommendation Status
£ TrojanDownloader: ASX Mimad. Al Severe Remove Suspended

Show details == Clean computer Apply actions Close




You will get a report that details the success or failure of the removal.

Microsoft Security Essentials Alert - &£ |

Your actions were applied successfully

Microsoft Security Essentials successfully applied your actions and will continue monitoring your computer.,

Detected items Alert level Recommendation Status

£ TrojanDownloader: ASX \Wimad. Al Severe Remove Succeeded

Show details == Clean computer Apply actions Close




