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How to Download, Install and Run Malwarebytes

Malwarebytes is a free program that finds and removes malware, a broad
category that covers several types of malicious software.

To download this program, go to the website listed below:

http://www.malwarebytes.orqg/

In the latest news section, select the most recent version release and click
on the link.

Welcome to Malwarebytes

Malwarebytes is a site dedicated to fighting malware. Malwarebytes has developed a variety of tools that can
identify and rermove malicious software from your computer. When your computer becomes infected, Malwarebytes
can provide the needed assistance to remove the infection and restore the machine back to optimurm performance.

Latest News

January Tth, 2010 Malwarebytes' Anti-babware version 1.44 released.

Decernber 30th, 2009 Malwarebytes' Anti-hahiare version 1.43 released.

December 3rd, 2009 Mabwarebytes' Anti-tdakware version 1.42 released.

October 23rd, 2002 Malwarebytes introduces Windows 7 support!

Septermnber 10th, 2009 Malwarebytes' Anti-hakware version 1.41 released.




You will be directed to a page with information about that version.

At the bottom of the page click on the Download free version button:

Download

free version

You will be directed to some other site for download. Search for an option Download
or Download Now. You will get a download dialog box regarding the download a file
named mbam-setup.exe (similar to the one below). | prefer top save the file. Click on
the Save File button.

Opening mbam-setup.exe

ou have chosen to open

[~ mbam-setup.exe

which is a: Application
Fram: http:fidl betanews. com

Would vou like to save this File?

l Save File i ’ Zancel

The file will be saved to the default location where your downloads are saved.
Typically this is in the My Documents folder by default. If you have a choice, save it to
the Desktop where it will be easy to find.

Once the file is downloaded, double left click on the mbam-setup.exe icon. This file is
an executable file that will probably cause a dialog box similar to this one to open.

Open File - Security Warning

Do you want to run this file?

Mame: mbam-setup.exe
Publisher. Malwarebytes Corporation
Type:  Application
From: P:\DesktopiMy Downloadsisecurityimalware bytes

[ Bun ]I Cancel i

Always azk before opening this file

“While files from the Internet can be usebul, this file twpe can
g potentially harm your computer. Only run software from publishers
you trust, What's the rigk?




Select Run...this will take you to a language dialog box ... click OK for English...

QK. Cancel

This will begin the install process. At Setup Wizard click Next...
5 Setup - Malwarebytes® Anti-Malware

\WWENTTES TG4 Welcome to the Malwarebytes'
Anti-Malware Setup Wizard
Thiz will inztall Malwarebytes' Anti-bd ahware on your computer.

It iz recommended that pou cloze all other applications before
continLing.

Click Mest to continue, or Cancel to exit Setup,

et i[ Cahcel ]




Click the I accept and Next...

e Setup - Malwarebytes' Anti-Malware

License Agreement
Flease read the following important information before continuing. T
ul

Fleaze read the following Licenze Agreement. Y'ou must accept the terme of this
agreement before continuing with the installation.

Subject to the restrictions below, you may use the Malwarebytes' Software forany ||
legitimate purpose. 1

Ih return, we simply require that pou agree:
1. Mot to use this software for commercial use without proper licensing.

2. Mot to remove arw copyright or other notices from the Software.

3. That you are not allowed ta combine ar distribute the Software with ather =
zoftware that iz licensed under terms that seek to require that the Saoftware [or ang | %)

®i ad

()1 da nat accept the agreement

[ ¢ Back Jl Mest > ‘[ Cancel ]

Click Next at the Information page (not shown) to progress to the

installation location dialog box below...Use the default destination location that is
highlighted in blue...click Next...

I Setup - Malwarebytes® Anti-Malware '

it

Select Destination Location
Where should b abwarebytes' anti-M alware be installed?

.;__J Setup will inztall M alwarebytes' Anti-b ahware into the following folder.

To continue, click Mest. If pou would like to zelect a different folder, click Browse.

Browse. ..

C:hProgramzihd alwarebytes' &nti-kalware

Afleast 7.7 MB of free disk space iz required.

< Back Ji_ﬂe:-:b i[ Cancel J

In the next three boxes...Start Menu dialog...click Next...and Create a desktop-
icon...click Next...Ready to Install...click Install.



After the files are installed click the Finish button...if your computer is currently
infected with malware, you may not be able to Update MalwareBytes, in that event just
Launch Malwarebytes

16! Setup - Malwarebytes’ Anti-Malware o s

WENTEWSJINIS Completing the Malwarebytes'
Anti-Malware Setup Wizard

Setup has finizhed installing Malwarebytes' Anti-b alware on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

Launch Malwarebytes' Anti-M alware

Malwarebytes will launch or just double left click on icon on Desktop to run program.

Malwarebytes” Anti-Malware

S

y
&

Scanner | Protetion | Updste | Ouarantine | Logs | lanoreList | Settings | Mare Tools | About
-, Malwarehytes' Anti-Malware scanner welcome screen

b Welcame to Malwarshytes' Anti-M alware scarner. Plaase select an option below. Before iunning a scan, close all urning spplications
3 to ensure a prompt completion.

Select a scanning option below and then click 'Scan’

(%) Pertorm quick scan

The quick scan will use Malwarebptes' quick scanning technology to scan your system for the most common types of
malware.

O Petform full scan

The full scan will analyze all hard drives specified by the user. This is the most thorough scan avallable by
Maluwarebptes' Anti-p abyare.

Purchaze ] [ Evit




There will be a Scan in Progress box. It may take some time for the scan to complete.

Malwarebytes® Anti-Malware

Y

Scanner Frotection Update Quaranting Logs |gnare List Settings tore Tools About
11111 Scan in progress
Bo111 Malwarebytes' Anti-Malware iz now scanning pour sustem with the settings provided. Please wait until the scan is complete and the
11010 tesults are shown,

Enumerating registry objects prior to scan.
Objects scanned: 1812
Objects infected: 0

Scan lype: Quick Scan

Time elapzed: 11 second(s)

Currently scanning:
CAWINDDWS\system324licmgr1 0_dll

[ Fause Scan ] ‘ Abort Scan I

[ Purchase ] [ Exit ]

When complete, click OK.

Malwarebytes' Anti-Malware

‘!r) The scan completed successfully, Click 'Show Results' bo display all objects Found.

Click on Show Results. The list of items found will be in red and should have a green
check mark in front of each one. Click on the Remove Selected button.



Mahwarebytes® Anti-Malware

=,
"\:_
)
‘Malwarebytes’
Scanner Pratection Update [uarantine Logs |gniore List Settings tdare Tools Ahout
Q Scan results
Below iz a list of malware that M alwarebytes' Anti-b abvware found on this system. Cloze all applications before removal as during
‘-.._! % removal certain programs mag terminate unespectedly,

Wendor Cateqary Itemns Other Action Taken
Trojan.Agent Reqistry Fey HEEY_CURRENT_USERMSOFTWARE \Micro.. Mo action taken.
Trojan.Agent Regizty Fey HEEY_LOCAL MACHINESNSOFTWARE \Micro... Mo action taken,
Dizabled. Security... Registy Data HEEY_LOCAL MACHINESNSOFTWARE Micro... Bad: (1) Good: (0] Mo action taken,
Digabled.Security... Registy Data HEEY_LOCAL_MACHINENSOFTWARE Micro.. Bad: (1] Good: [0 Mo action taken,

Hemove Selected |ghiore ] l Save Logfile ] l tdain bdenu ]
[ Purchaze ] [ E it ]

After the items are removed, you will typically see a text file that is a log of what
procedures occurred. Just close that window.

Typically all selected items are removed successfully and the following box will
appear. Typically you are asked to reboot the computer. Click Yes to Restart your
computer.

Malwarebytes' Anti-Malware

i Al selected items removed successfully, A logfile was sawved bo the Logs Folder, Your computer needs to be restarted ko complete the removal process,
‘iaild v like bo continue?




